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RESili8 
 

 

Resilience for Cyber-Physical Energy  

Systems 

 RESili8 aims at improving resilience for 

cyber-physical energy systems through new 

methods used in planning, implementation, 

and system operation. 
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Resilience for future energy systems cannot be ensured by over-

provisioning, as is done today. It is not socially sustainable and can-

not address the complexity and challenges of the digital transfor-

mation that energy systems are undergoing. Resilience thinking and 

practice for energy systems needs to be reinvented.  

RESili8 does this through a novel resilience solution package for 

cyber-physical energy systems, including optimal and sustainable 

planning and AI-based analysis of resilient architectures, continuous 

implementation and validation of resilient applications, and new 

solutions for resilient operation of energy systems.  

This innovative solution package will advance the green energy 

transition by ensuring security of supply and facilitates the further 

integration of green energy technologies.  

RESili8 is executed by leading European research institutes, industry, 

and need-owners, working together to develop and test the RESili8 

solution in lab and pilot demonstrations. 
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Main Objectives  

Resilience engineering support: Based on inputs from need-owners, 

RESili8 will develop a toolkit that will support system operators to 

optimally design, plan, and evaluate cyber-physical system architec-

tures that ensures system resilience and are future-proof against 

new scenarios, such as sector coupling, and at the same time con-

sider a trade-off between system quality attributes and (social) sus-

tainability.  

Implementing resilient applications: To be resilient, all parts of the 

system must be implemented accordingly, which also includes ap-

plications such as control and monitoring functions. In RESili8, an 

implementation and validation solution will be developed, which can 

significantly reduce the time-to-market of new strategies. This will 

allow stakeholders (e.g., system integrators and operators) to ex-

haustively and rapidly test and refine their solutions at the system 

level, before deploying them in the field, which in turn will increase 

the total system security.  

Resilience runtime support: Today, resilience is mostly assured by 

planning for worst case scenarios. This is usually achieved through 

over-provisioning, which is expensive and not sustainable. RESili8 

proposes a runtime support system for increasing resilience in en-

ergy systems, which will be able to suggest—and execute—actions 

that will recover a system back to a normal state. This can be a mix-

ture of physical actions (e.g., switching, load curtailment) and cyber 

actions (e.g., deploying new functionality, update security 

measures).  

Main Results 

The main result from RESili8 will be a novel resilience solution pack-

age with three central innovative contributions.  

 Resilience engineering, planning and evaluation support, 

where RESili8 will create a new toolbox for the analysis of 

complex system architecture, as well as provide a facility to 

derive resilient operation strategies.  

 RESili8 will integrate modern software development and in-

tegration solutions, which will be combined with an innova-

tive validation framework for rapid iterations of develop-

ment-integration-test cycles. 

 RESili8 will create new solutions for resilience runtime sup-

port based on an AI-concept for learning new strategies to 

counter existing and new threats. 

 

 

 
  

 

 

 

 

 

  

  

 

 

 

 

 

 

 

 

 
  

 


